Installation protocol for Vise
when using Kaspersky Antivirus (KAV) or Kaspersky | nternet Suite (KIS)
version 7

Just like other security software, Vise install itself ‘deeply’ into the computer, so it is normal that other
security software warns you during the Vise installation. Especially the Kaspersky software with
Proactive Defense enabled, gives a lot of warnings. You can install Vise in the way described below.

Note: First read the Vise installation manual. You have to decide whether to install Vise for
Standard logins or Integrated logins. This determines which or the following procedures
you have to follow.

This document contains the installation procedures for 8 different installations:

A. Windows XP with Kaspersky Antivirus; install Vise for standard logins (pages 2-4)
B. Windows XP with Kaspersky Antivirus; install Vise for integrated logins (pages 5-7)
C. Windows Vista with Kaspersky Antivirus; install Vise for standard logins (pages 8)
D. Windows Vista with Kaspersky Antivirus; install Vise for integrated logins (pages 9)

E. Windows XP with Kaspersky Internet Security; install Vise for standard logins (pages 10-13)
F. Windows XP with Kaspersky Internet Security; install Vise for integrated logins (pages 14-17)

G. Windows Vista with Kaspersky Internet Security; install Vise for standard logins (pages 18-19)
H. Windows Vista with Kaspersky Internet Security; install Vise for integrated logins (pages 20-21)

Count on approx. 20 minutes for installing Vise with one or these procedures.

Note: For Kaspersky Internet Security we assume that its firewall is in training mode. If that is not the
case you will get fewer (when in low security mode) or more (when in high security mode) warnings.
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Situation A - Windows XP, Kaspersky Antivirus; Vis e standard logins

1. Double click the KAV bottom right tray icon

2. Onthe left, under Protection, choose Proactive defense and Stop it on the right:

Kaspersky Anti-¥Yirus 7.0

R

Kaspersky

Security alert
Anti-Virus ecurity ale

y‘nputer scan has not been performed

it

Proactive Defense

Proactive defense allows ta resist the unknown threats, ko contral
the launch of selected programs and access to system registry,

File Anki-yirus
Mail Anki-Wirus
Web Anki-yirus

@ Proactive Defense

4 Configure

Proactive Defense running

Application Activicy Analyzer: '

Application Integrity Control: L

Reqiskry Guard: s
Stop | Pause

=% Open report
Events monitared: ]
Dangerous activity events: 0

3. Install Vise for standard logins (see the Vise installation manual), restart the computer, login as
Admin on the Vise login screen.

4. Start KAV, in the bottom left click on Settings, choose Threats and exclusions on the left and click
in the right panel on Trusted Zone. In the screen that opens, click the Trusted applications tab:

ettings: Kaspersky Anti-Virus

= Prokection ]X Threats and exclusions

- File Anki-Virus
Mail Anti-Yirus Malware categories

Wiruses, worms, Trojans, hack tools -

¥ Exclusion masks | Trusted applications |

Spyware, adware, dialers

[] potentially dangerous software (riskware) E “eSystemRoot%isystem32isvchost exe add...
T understand that some legal programs can be 3 FeProgramFileseMessengerimsmsgs. exe

potentially dangerous software and want them| E “eProgramFileseeiMSh MessengeriMsnMsgr Exe
recognized as a threat on this computer,

- Threats and exclusions Exclusions
- Update

- Proxy server

- Traffic monitoring
- Reports and data files Truske:
- Service

- Appearance

Compose the lisk of trusted files, processes and ap|
should not be monitored and scanned,

Rule description {click underlined parameters to edit):
Do not scan encrypred network traffic

ak any remote host

and at any remote port

& Help L OF J[ Cancel ]

Click Add, then Browse. You can now choose from programs on disk (Browse..) or programs that
are already running (Applications). From this last category, add (checking all 4 boxes):
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C:\windows\system32\pvcc.exe
C:\Program Files\VISE\vservice.exe
C:\Program Files\VISE\vtray.exe
Then do the same via Add/Browse/Browse with these programs on disk:
C:\Program Files\VISE\vlaunch.exe
C:\Program Files\VISE\vlogin.exe

5. Put the Proactive Defense back on (Enable). Keep the mouse above the Kaspersky tray icon to
make sure that Kaspersky is not busy Scanning startup objects (wait until this is done).

We will now perform some actions in Vise that Kaspersky reacts to with warnings. Each or these
warnings is specific for Vise, so we can each time say that this application is reliable.

6. Click with the right mouse button on the Vise tray icon and log off. Log back on as Guest.

7. Start the Windows Explorer by pressing the Windows and E keys at the same time. You get a
warning Process is trying to inject into another process for explorer.exe:

Process is trying to inject into another process, This
behaviour is bypical of some malicious programs,
Details. ..

Riskware:
Invader

Running process {PID: 1628):
CWINDOMWY S\Explorer . EXE

=y Terminate
Process will be terminated.

= Deny
The action will be blocked

= Skip
The action will be completed,

= Add to Trusted zone

an exclusion rule For the process will be
created, The action will be performed.

[] apply ko &l

Choose Add to trusted zone and click on OK. Close Windows Explorer.

8. Start Internet Explorer. You get two warnings Attempt to load new or modified module for
launch.dll and core.dll:
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attempt to load new or modified module launch.dll.
Details. ..

Suspicious action:
Inteqrity violation

Running process {(PID: 2832
Z:\Program FilesiInternet |, \EXPLORE.EXE

= Allow
Action will be completed,

= Deny
The action will be blocked

=4 Add to Shared DLL list

The loading of this module inko all processes wil
be allowed. The action will be performed.,

[] apply ko &l

Choose Add to shared DLL list for both and click OK.

9. Restart Windows with Start/Turn off computer/Restart.
During shutdown you again get a Trying to inject... warning for WinLogon.exe. Choose Add to
trusted zone again.

In some situations we have seen that starting up takes a long time (up to 10 minutes). During
that time you see the desktop and the computer responds very slowly to mouse clicks etc.
Don’t do anything here, wait for the Vise login screen to come up.

10. You now get one or more of the earlier warnings(Trying to inject... or Attempt to load...). Again
choose Add to trusted zone and Add to shared DLL list.

11. When the Vise login screen has appeared, log in as Admin.

The Vise login scherm may cover the Kaspersky messages. You notice that because logging
in as Admin seems to fail (The “Loading profile” bar keeps moving). You can force the
Kaspersky warnings to the foreground by clicking on Start/Turn off computer. Do not actually
shut down the computer but handle the KAV warnings; then the Vise login will continue.

12. Start the Vise administrator console (right mouse click on the Vise tray icon, choose Start Vise).
Again choose Add to shared dll list on the Attempt to modify... warning.

With this the installation procedure is complete. Depending on what you are going to do with Vise, you
might get additional KAV warnings. You can then always look in the detail information to check if it
applies to a Vise program, then treat the warning as we have done here.

For example: when you check Protect Internet Explorer Settings in the Vise administrator console,
KAV will give you the Process is trying to gain modify access to Internet Explorer settings
(vservice.exe) warning when you switch to a Vise user with limited rights.

You can now configure Vise according to your wishes. A Vise—quick start document is available in the
Downloads section of the Vise website (http://www.kidscontrol.eu) for this.
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Situation B - Windows XP, Kaspersky Antivirus; Vis e integrated logins

1. Double click the KAV tray icon | in the bottom right of your screen.

2. Onthe left, under Protection, choose Proactive defense, and Stop it on the right:

Kaspersky Anti-¥Yirus 7.0

R

Kaspersky

Security alert
Anti-Virus ecurity ale

y‘nputer scan has not been performed

it

Proactive Defense

i o Proactive defense allows ta resist the unknown threats, ko contral
Mail Anti-Virus the launch of selected programs and access o system registry,
Web Anki-yirus

@ Proactive Defense

File Anki-yirus

4 Configure

Proactive Defense running

Application Activicy Analyzer: '

Application Integrity Control: L

Reqiskry Guard: s
Stop | Pause

=% Open report
Events monitared: ]
Dangerous activity events: 0

3. Install Vise for integrated logins (see the Vise installation manual), restart the computer, log in as
the same Windows administrator.

4. Start KAV, click Settings at the bottom left, choose Threats and exclusions to the left, and click on
Trusted Zone on the right. Click the Trusted applications tab in the screen that opens:

ettings: Kaspersky Anti-Virus

= Prokection ]X Threats and exclusions

- File Anki-Virus
Mail Anti-Yirus Malware categories

Wiruses, worms, Trojans, hack tools -

¥ Exclusion masks | Trusted applications |

Spyware, adware, dialers

[] potentially dangerous software (riskware) E “eSystemRoot%isystem32isvchost exe add...
T understand that some legal programs can be 3 FeProgramFileseMessengerimsmsgs. exe

potentially dangerous software and want them| E “eProgramFileseeiMSh MessengeriMsnMsgr Exe
recognized as a threat on this computer,

- Threats and exclusions
- Update

- Proxy server

- Traffic manitaring

- Reports and data files @
- Service

- Appearance

Exclusions

Compose the lisk of trusted files, processes and ap|
should not be monitored and scanned,

Rule description {click underlined parameters to edit):
Do not scan encrypred network traffic

ak any remote host

and at any remote port

& Help L OF J[ Cancel ]

Click on Add and Browse. You can now choose between programs on disk (Browse..) or programs
that are already running (Applications). From this last category, add (checking all 4 boxes):
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C:\windows\system32\pvcc.exe
C:\Program Files\VISE\vservice.exe
C:\Program Files\VISE\vtray.exe
Then through Add/Browse/Browse do the same with these programs on disk:
C:\Program Files\VISE\vlaunch.exe
C:\Program Files\VISE\vlogin.exe

5. Put the Proactive Defense back on (Enable). Keep the mouse above the Kaspersky tray icon to
make sure that Kaspersky is not busy Scanning startup objects (wait until this is done).

We will now perform some actions in Vise that Kaspersky reacts to with warnings. Each of these
warnings is specific for Vise, so we can each time say that this application is reliable.

6. Log off in Windows via Start/Log off/Log off. You get a warning Process is trying to inject into
another process for WinLogon.exe.

Process is brving bo inject inko another process, This
behaviour is bypical of some malicious programs,
Details. ..

Riskware:
Invader

Running process (PID: 740):
CWINDOMWY Shsvstem32hwinlogon. exe

=y Terminate
Process will be terminated.

= Deny
The action will be blocked

= Skip
The action will be completed,

= Add to Trusted zone

an exclusion rule For the process will be
created, The action will be performed.

[] apply ko &l

Choose Add to trusted zone and click on OK

7. Now log on as one of the Windows users with limited rights.

8. Start Windows Explorer by pressing the Windows and E keys simultaneously. You get three kinds
of warnings:

The earlier Trying to inject... (again choose Add to trusted zone and click OK) and warnings

Attempt to load new or modified module and Process is trying to gain modify access to Internet
Explorer settings:
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) E ﬁ Proactive Defense

Atkernpt to load new or modified module launch.dil, o ] ! i
Diekails, .. Process is brying to gain modify access to Microsoft

Internet Explorer plug-in settings, Details, . .

Suspicious action:

Integrity violation Registry access:

HKEY _USERS\S-1-5-21-4363740, .. \Explorer

Running process {(PID: 2832):

C:\Program Files\Internet .. \IEXFLORE.EXE Running process (PID: 2776):
M IMDOY S explorer, exe

=3 Allow

action will be completed, =3 Allow

Action will be completed,

= Deny

The action will be blacked = Deny
The action will be blocked

= Add to Shared DLL list

The loading of this module into all processes wil = Addto Trusl:.ed applications
be allowed. The action will be performed. The process will be added ko the trusked
applications list, The action will be performed,

[] apply ta al

[] create a rule

10.

11.

12.

13.

14.

With the one on the left choose Add to shared DLL list and click OK, with the other choose Add to
trusted applications, check the 4 boxes and click OK.

Start Internet Explorer. You again get warnings Attempt to load new or modified module and
Process is trying to inject... Treat them like we did earlier.

If you have a start page defined in Internet Explorer it will not appear, as if the Internet connection
is not working. This is OK in this stage.

Now restart Windows via Start/Turn off computer/Restart. Log in as the administrator under which
you installed Vise.

In some situations we have seen that starting up takes a long time (up to 10 minutes). The
computer is very slow, the Windows login screen doesn’t seem to react to your mouse clicks,
and the warning “Loading personal settings...” remains on the screen for a long time.

You again get one or more of the earlier warnings (Trying to inject... or Attempt to load...). Again
choose Add to trusted zone and Add to shared DLL list.

Log in to Windows as a user with limited rights (via Start/Log off/Switch user).
Start Internet Explorer and go to website www.pornking.com . This is a porn site that will be

blocked by Vise. You get a Trying to inject warning for vblock.exe. Add this program to the Trusted
applications.

Log off as this Windows user.

With this the installation procedure is complete. Depending on what you are going to do with Vise, you
might get additional KAV warnings. You can then always look in the detail information to check if it is
about a program belonging to Vise, and then handle the warning as we have done here.

You can now configure Vise according to your wishes. A Vise—quick start document is available in the
Downloads section of the Vise website (http://www.kidscontrol.eu) for this.
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Situation C — Windows Vista, Kaspersky Antivirus; V ise standard logins

1. Double click the KAV tray icon | in the bottom right of your screen.

2. Onthe left, under Protection, choose Proactive Defense, and Stop it on the right:

Kaspersky Anti-¥Yirus 7.0

by

i

Kaspersky
Anti-Virus

i

Security alert

y‘nputer scan has not been performed

Proactive Defense
File &nki-virus

Web Anki-yirus

i o Proactive defense allows ta resist the unknown threats, ko contral
Mail Anti-Virus the launch of selected programs and access o system registry,

@ Proactive Defense

4 Configure
Proactive Defense
Application Activicy Analyzer:
Application Integrity Control:
Reqiskry Guard:

Stop | Pause

=3 Open report
Events monitared:
Dangerous activity events:

running
L4
L%
v

3. Install Vise for standard logins (see the Vise installation manual), restart the computer, in the Vise

screen log on as Admin.

4. Putthe Proactive Defense of KAV back on (Enable).
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Situation D — Windows Vista, Kaspersky Antivirus; V

1. Double click the KAV tray icon

| in the bottom right of your screen.

ise integrated logins

2. Onthe left, under Protection, choose Proactive defense, and Stop it on the right:

Kaspersky Anti-¥Yirus 7.0

Kaspersky
Anti-Virus

File Anki-yirus
Mail Anki-Wirus
Web Anki-yirus

@ Proactive Defense

R

it

Security alert

y‘nputer scan has not been performed

Proactive Defense

Proactive defense allows ta resist the unknown threats, ko contral
the launch of selected programs and access to system registry,

4 Configure
Proactive Defense
Application Activicy Analyzer:
Application Integrity Control:
Reqiskry Guard:

Stop | Pause

=% Open report
Events monitared:
Dangerous activity events:

running
L4
L%
v

3. Install Vise for integrated logins (see the Vise installation manual), restart the computer, log in as

the same Windows administrator.

4. Putthe Proactive Defense of KAV back on (Enable).
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Situation E - Windows XP, Kaspersky Internet Secur ity; Vise standard logins

1. Double click the KIS tray icon | in the bottom right of your screen.
2. Under Protection on the left, choose Proactive defense and Stop it in the right panel:

3. Check that the Parental Control function of KIS is disabled; if not, disable it:
[ Kaspersky Internet Security 7.0

S
1 i "
Kaspersky n iaw Security alert
I nte rn et se c ur“v : nputer scan has not been performed
et
-
rotection
(RN | . parental control
File Anti-Yirus (
§ . ‘au may wish to restrick the range of web sites viewed on this
Mail Anti-yirus —— computer. Parental contral helps to block unwanted web sites on
Web Anti-irus YOUF Computer,
Proactive Defense
Firevaall
Privacy Conkrol =» Enable
Anti-Snam Parental control disabled
) ? Profile: chid
@ Parental control Limnit ation level: Medium
Settings

=% Open last start report
Stop time: unknown

m Help ‘ & Setkings l
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4. Install Vise for standard logins (see the Vise installation manual).
When registering the program the KIS firewall gives a number of warnings about visereg.exe:

Click on Allow every time, so that rules are added to the firewall that allow visereg to do its work.

5. Finish the Vise installation, restart the computer, and on the Vise login screen log in as Admin.
You get a firewall warning about vtray.exe, choose Allow again.

6. Start KIS, click bottom left on Settings, choose Threats and exclusions on the left and click on
Trusted Zone to the right. In the screen that opens click the Trusted applications tab:

Click on Add and Browse. You can now choose between programs on disk (Browse..) or programs
that are already running (Applications). From this last category, add (checking all 4 boxes):
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10.

C:\windows\system32\pvcc.exe

C:\Program Files\VISE\vservice.exe

C:\Program Files\VISE\vtray.exe
Do the same via Add/Browse/Browse for these programs on disk:

C:\Program Files\VISE\vlaunch.exe

C:\Program Files\VISE\vlogin.exe
Put KIS Proactive Defense back on (Enable). Keep the mouse above the Kaspersky tray icon to
make sure that KIS is no longer Scanning startup objects.

We will now perform some actions in Vise that Kaspersky reacts to with warnings. Each of these
warnings is specific to Vise, so we can every time say that this action is allowed.

Start Internet Explorer. You may get several warnings here:
Process is trying to inject into another process for explorer.exe
Attempt to load new or modified module for launch.dll and core.dll

For the warning types on the left choose Add to trusted zone, for those on the right choose Add to
shared DLL list and click OK. Close Windows Explorer.

Restart Windows via Start/Turn off computer/Restart.
During shutdown you get more Trying to inject... warnings for WinLogon.exe and svchost.exe.
Again choose Add to trusted zone. When the Vise login screen has appeared, login as Admin.

In some situations we have seen that the appearance of the Vise login screen takes very long
(up to 5 minutes). During that time the desktop is visible but reacts very slowly to starting
programs etc. Don't try too much here, the Vise login screen needs to come up first.

You may get more Trying to inject... and Attempt to load... warnings. Handle them like we did
before.

Click the right mouse button on the Vise tray icon and start the administrator console (Start
Vise).
You get an Attempt to load... warning, accept it again.
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11. Go to profiles, click the profile for the user with limited rights, click on the second icon, you then
are in Computer management. We are going to block a program:
Click on Click here to change the list under Application Control. Browse to
c:\Program Files\Windows Media Player and choose wmplayer.exe. This program is now blocked
for the end users.

12. Close the administrator console, click with the right mouse button on the Vise tray icon, log off and
then log in again as Guest. Start Windows Explorer, go to c:\Program Files\Windows Media Player
and try to start wmplayer.exe. Vise wil block this, and at the same time KIS gives you a Trying to
inject... warning. Again choose Add to trusted zone.

13. Close the Vise warning, close Explorer, log off in Vise, log on as Vise Admin again, start the
administrator console and remove the blockage of wmplayer.exe.

With this the installation procedure is complete. Depending on what you are going to do with Vise, you
might get other KIS warnings. You can then always check the detail information of that warning to
check if a Vise component is involved, and handle the warning like we did here.

For example: if you check Protect Internet Explorer settings in the Vise administrator console, KIS will
give you the following warning when you switch to a user with limited rights:

Process is trying to gain modify access to Internet Explorer settings (vservice.exe)

You can now configure Vise according to your wishes. A Vise—quick start document is available in the
Downloads section of the Vise website (http://www.kidscontrol.eu) for this.
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Situation E - Windows XP, Kaspersky Internet Secur ity; Vise integrated logins

1. Double click the KIS tray icon in the bottom right of your screen.
2. On the left, under Protection, choose Proactive defense and Stop it on the right side:

3. Check that the Parental Control function of KIS is disabled; if not, disable it:
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4. Install Vise for integrated logins (see the Vise installation manual).
During registration the KIS firewall will give warnings about visereg.exe:

Click on Allow every time, so that rules are added to the firewall that allow visereg to do its work.

5. Finish the Vise installation, restart the computer, on the Vise login screen log in as Admin. During
startup you again get a firewall warning about vtray.exe; again choose Allow.

6. Start KIS, at the bottom left click Settings, choose Threats and exclusions on the left, and click on
Trusted Zone to the right. In the panel that opens click the Trusted applications tab:
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Click Add and Browse. You can now choose between programs on disk (Browse..) or programs
that are already running(Applications). From this last category, add (checking all 4 boxes):
C:\windows\system32\pvcc.exe
C:\Program Files\VISE\vservice.exe
C:\Program Files\VISE\vtray.exe
Then do the same via Add/Browse/Browse with these programs on disk:
C:\Program Files\VISE\vlaunch.exe
C:\Program Files\VISE\vlogin.exe

7. Put the Proactive Defense back on (Enable). Keep the mouse above the Kaspersky tray icon to
check that KIS is no longer Scanning startup objects.

We will now perform some actions in Vise that Kaspersky reacts to with warnings. Each of these
warnings is specific to Vise, so we can every time say that this action is allowed.

8. Start Internet Explorer. You may get several warnings here:
Process is trying to inject into another process for explorer.exe
Attempt to load new or modified module for launch.dll and core.dll

For the warning types on the left choose Add to trusted zone, for those on the right Add to shared
DLL list and click OK. Close Windows Explorer.

9. Restart Windows via Start/Turn off computer/Restart.
During shutdown you get another Trying to inject... warning for WinLogon.exe and maybe for
svchost.exe too. Again choose Add to trusted zone. Log in to Windows again with the account that
you used to install Vise.

In some situations we have seen that starting up takes a long time (up to 10 minutes). The
computer is very slow, the Windows login screen appears not to react to mouse clicks, and the
warning “Loading personal settings...” remains visible all the time. Don’t worry, just wait for
things to finish.

You may get more Trying to inject... and Attempt to load... warnings. Handle them like we did
before.
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10.

11.

12.

13.

Double click the Vise tray icon and start the administrator console (Start Vise).
You get an Attempt to load... warning, accept this again.

Go to profiles, click the profile for the user with limited rights, click on the second icon, you then
are in Computer management. We are going to block a program:

Click on Click here to change the list under Application Control. Browse to

c:\Program Files\Windows Media Player and choose wmplayer.exe. This program is now blocked
for the end users.

Close the administrator console. Log off in Windows with Start/Log off/Log off, then log in again as
a user with limited rights. Start Windows Explorer, go to c:\Program Files\Windows Media Player
and try to start wmplayer.exe. Either during startup, starting Internet Explorer, or blocking
wmplayer.exe by Vise, you may get some of the earlier warnings. Handle them like we did before.

Close the Vise warning, close Explorer, log off in Windows. Log back on as the Windows
administrator, start the Vise administrator console and remove the blockage of wmplayer.exe.

With this the installation procedure is complete. Depending on what you are going to do with Vise, you
might get occasional KIS warnings. You can then always check the detail information if this concerns a
program component belonging to Vise, and then handle the warning like we have done here.

For example: if you check Protect Internet Explorer settings in the Vise administrator console, Vise will
warn you when you switch to a user with limited rights:

Process is trying to gain modify access to Internet Explorer settings (vservice.exe)

You can now configure Vise according to your wishes. A Vise—quick start document is available in the
Downloads section of the Vise website (http://www.kidscontrol.eu) for this.
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Situation G — Windows Vista, Kaspersky Internet Sec  urity; Vise standard logins

1. Double click on the KAV tray icon on the bottom right of your screen.

2. Onthe left, under Protection, choose Proactive defense and Stop it on the right side:

3. Check that the Parental Control function of KIS is disabled; if not, disable it:
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4. Install Vise for standard logins (see the Vise installation manual). During registration of the
program, the KIS firewall gives some warnings about visereg.exe:

Click on Allow every time, so that rules are added to the firewall that allow visereg to do its work.
5. Finish the installation: restart the computer, on the Vise login screen log in as Admin.

6. Putthe KIS Proactive Defense back on (Enable).
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Situation H — Windows Vista, Kaspersky Internet Sec  urity; Vise integrated logins

1. Double click on the KAV tray icon on the bottom right of the screen.

2. On the left, under Protection, choose Proactive defense and Stop it on the right side:

3. Check that the Parental Control function of KIS is disabled; if not, disable it:
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4. Install Vise for integrated logins (see the Vise installation manual). During registration the KIS
firewall will warn you about visereg.exe:

Click on Allow every time, so that rules are added to the firewall that allow visereg to do its work.
5. Finish the installation: restart the computer, log back on as the Windows administrator.

6. Put the Proactive Defense of KIS back on (Enable).
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